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R A

1 Rk

EESSP APL 2 Bt H A A miE A APL YA DAE T AP, FEEER st
JE 3% API 2@ HTTP + Protocol Buffer 77258 AT H.,

2 JTEWER

Wt HTTP POST =K, POST i 3K Y body k&2 Protocol Buffer JHE 5L G 1Y
Bai., NG R

2.1 HTTP #3k
2.1.1 HTTP Header & &

HTTP i3RI header I ERISE:  Content-Type
” application/octet-stream”

2.1.2 HTTP POST #k

HTTP 3K 7742 POST, POST i 3K % dE 25 /2 Request X152 (Protocol Buffer #%
) P2 G B .

2.2 Request X4 O i BH

Request X% (Protocol Buffer ¥%3%) Blizy_adx.proto H'5& X ) Request 14 ELSLH, iHK)
B TR ERF RN, R T EEN RS BEIHTE] Request X4 H1.

Request {HE S5 BAABALTT

2.2.1 EmligsH

_ =_E
*Bg 3| L] A~
IR
version int32 | HEIMPURAES . HHiR45H 3 3 yits
PAARA R ME—I 3K ID, 7Y 32 4~ =k
id string | T4 AR ER
1 Request X} ME——A~id,
=
- 22Y Oyl — RN P
object




HEAK

App i
app object | App #1315 E
(DS
device object | W& KME R it
R R HTTPS, 224 true, F
https_required bool | Wk HTTPS JEXryE M. M AN
s EEdhht, 2R Ak false,
request_timeout iNt32 | R BRI AL ms 350 %
: . e ‘ 1762502701167
req_time int64 | 5 LRI AR B0 ms 9
om_repl int32 | RSl B 0 S 114
R SRy ) B G |
clk_time int32 HEIRY. =) 0: A3 1508y
s wx_Minl_app | bool |3 FHLfrE/ MR IS
2.2.2 Imp &
_ BE
FB i L] | X
IR
I imp 7E24 5 Request FFHJFS, M O JF4A. i=s
id int32 | F7E Request 1A%, %> Request H1#EM 0 | 0
6.
Bt SRR E— 1D | BEEEREs i | 9000 L
pid string | [E5EHMAR pid, 28 FEREEIELR 1B
N A EREL
TR 4
width int32 | WIS T8 300
WM
N TR
height int32 | WIRMIHIRSE: 250
W




ENERE )

%
RTB TaAfr it IR, BAA: 4

bid_floor int32 100 ;
2.2.3 Device 4i#4
_ =
Fg 3| A i |
DIK
i strin W P ik, S MBS LR ESL IP | 110.23.43.2) 2
P 9 bk, RAEFLEIRS LA ip 9
o [4% IPV6 Bk i
Ipv6 string
user_agent string | W ¥i#§ User-Agent, W35 (urlencodeZifi%) e
10S6.0 J DA I idfa = iOS &£ hIE
WISC, HCHE36 B, S REBTR A SE%Z‘C
dfa string ¥, WTFERE; 4(’300 )
TR, -7 R S48 )
SZET RN R 2 Dl
A2 NFE B77B60C
B3 DDC
|
R
idfa_md5 string | 0S6.0 J% DA b1 idfa 55 md5ine
GRS imei
o strin LEAE imei 5 864892024 | #ilimei_md5
Imel g 829751 Wi A
A~
JEIA imeifd) md5 (B A imei
imei md5 strin B %%, imei Flimei_md5 W F1imei_md5
- 9| A R H RS A Wi % T A
A~
faffffdf- i
. . d7fe-8550-
oaid string | % Q RIS bef-
3ffcffeeOac
2
caid string I HHCAID ios L& AU
Fl]idfa b




R A

caidver string caidX W R A5
caid2 string | HABMR A caid
caid2ver string | Caid2X A AS:
5851 mac Hihlk OTT &4 UhIE
. 00:EOQ:4C:
mac string
6C :08:75
JE iR mac 1 md5 {H, &
mac_md5 string
paid SUING. | 144 108 A &




HEAKH

android_id string | android_id w5
android_id_md5| string | android_id md5jj# 5
. . WA O-FHL;1--F B
device_type int32 H7:0-PC:3- I HL AL,
brand string | &X& i Samsung | &
model string | WRAALS galaxy &
Android e
os string | #ERSE
los
(HFBAX
43 K/ANE Af
ey
10S)
osv string | BERGUA 4.2.4 v
S RS T Ak I 28 135 B
network N2 1 o351, 1-wifi, 2-2g, 3-3g, 4-4g
operator N WA s E T 75
P S| 0-okgm, 153, 2-Bki, 3- gy
width int32 | BEEHEREROT: 5E o
height int32 | BAEHEERGT: H 1
pixel_ratio int32 | WRHE w
geo object | HUFR {7 B A5 i
installed_app array of g p1iy g2 app 51|35 D
string
EX =ik 2l i 2 LI 75
boot K i H30RY, iI0S: 1623815045.970028 |
200Lmark SRS | Android : _ec7f4f33-411a-47bc-8067-
744a 4e7e0723
EXZ Wk ik 0 il 2 LI %
update mark string | {4304y, iOS -
1581141691.570419583 Android :
1004697.709999999
startup time string | & Zhit i =
mb_time string Y ;
ZRZ 7 H H E
init_time string 2B AL B i
ARG A =




R A

hms SUING. | 4y 1y I A 37 4 A =
ag SN | #e)y AG A s
=
idfv Sting | ;051 % HYIDFV =
2.2.4 Geo &1y
2E
FEB g 3| L |
B
lat double | £, B{HEHI[-90.0, +90.0] 4
lon double | &%, HWUHERI[-180.0, +180.0] =




2.2.5 App &
A
FB | A ~Hl
WK
package_nam | string | V4 com.moji.MojiWeather | 1%
e
app_name string | 44 FHEE w
applfi A 101 @

version string

3 PR

W) sk, ARER)T 2 fEaR A hitp RS 200, HRFIE SR AAL PREE R Response X4
(Protocol Buffer #3) #5141k Z J5VEN http response B body & [1],

NHE L Response X4 & B X,

3.1 Enligity
B E 3| |
) ” 5 Request 7111y id #H[7], Request F
d N9 | Response i . id 7 — %l 3 %
PR RS, FRA TO R ] 25 A DA
status int32
R T Ath g B R S
seat arra.ly of —2) 45, %t Request Hf—> Impression
object

] RS FI ) Y e A IR R R RS, MRS 0 2K

AEPIEFH HA) HaR e, Ry 1 7R J0) ik ml, HARBE R SR oA el 2%

TERSEFAERY . HARUIHIT:
REH L]
0 R [m]) 45 OK
1 Jo)
2

Hopth S #1750




3.2 Seat &y

FEB it L N |
. . *F Request 1 imp ) id
id int
f .
ad ATEYOT | a2t B R i URL
object
3.3 Ad &t
FB g i L N |
id int32 | 24 ad fEseat FRYFS, M O IR 0
creative tvbe 132 BIERA, FoREME MR EE I B 5
-P " 135 2- [}, 3-Flash; 4-¥Us
impression_tracking_u a:;rfay ' M 0
|
r string
. . Sk, el R, S b F sV
click_through_url string i
click_tracking_url acr;ay ST b
string
ad_src M2 kel (T AR R R
iA) 1l:oppo 2:4EH
native_ad object | L& ZE A HutE XA XA EAE B
creative_id string | )R A ME—FRIE
ad_source string | IR, UTF-8 4Ry
APP Mufig ik, b BEas, APP N SciE
deeplink_url string | i B url MR H AR app; ARG, ek
4y i3 click_through_url F)k 7% 1
download_url string | APP "Nkl
f . s
event_track MY O ey e L st M Wil M
object
1 FTHM 11 (%5 deeplink)
open_type int32 | 2 LR 1
6 /MET
bid_price int32 | CPM fivt%, Hifii: 43
o , S TR I URL 14
winnotice_url string
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HEAKE

, I €144
package_name string
: I 24 5%
app_name string
. appfifiid THRLH
app_desc string
- | AR PR A B A RIS
permissions_url string
- . 7 m P figurl THRLIH
function_desc_url string
, , ISYINVIP TR
privacy_url string
| FRE LTS TFRRBR
developer_name string
, , I HRAS THEDIH
app_version string
, : app AR TSI
app_icon_url string
app_size int64 app /)
file_md>5 string appCfFmds
O TRRAEL (R T AR R) 1R
brand_type string
_ UMEIFELR id (DR AAE)
user_name string
o YMEFERE (MEFE)
path string
3.4 NativeAd %44
FB p i L] B
attr array of e L LRI, A key-value FEa 35
object

3.4.1 Attr &

J S PTRRHAS TCERTE NativeAd By Attr Z589 533, A Key-value 7GR,

23




EAR T

UISRATEE 7 A, R AL T

PR R BT TR 4 JC A NativeAd HY Attr Z5F9 %33, DA Key-value 7=
FIR.

(AN 5 P 7 AR, KF AR T s


https://aecpm.alicdn.com/simba/img/TB1kh57LpXXXXXqaXXXSutbFXXX.jpg

BRI A IR AR, KFLALATR 07 s

3.5 Attr EEEHER

I attr HFR]REH B BT BT TR RS 3R
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https://aecpm.alicdn.com/simba/img/TB1kh57LpXXXXXqaXXXSutbFXXX.jpg
https://aecpm.alicdn.com/simba/video/TB1kh57LpXXXXXqaXXXSutbFXXX.mp4

A

R E il R
img_url URL 4575 IS RN BT ) URL
title FAFER ] bR
description FAF I
img_url2 URL P4 R BAER, ZEEMEEAAE
H
img_url3 URL 437 FBEAE, ZEREMFERE
H
Img_url4 URL 45 FUUANKE ), ZREMFER S
H
img_sm URL 457 i
ad_words FAF ]
adv_name FAFER I B AR
video URL “FAFEf I A
video_width BAVBUE N 3
video_height HAVEE N
video_duration HAIBH PR, B 2D
img_size FAFER Faxim 2HRAE
3.6 EventTrack %i#4
FEB 3| oL 6
type uint32 Rl peait]
f
ur AEOT s
string
i 2 7 i A -
typefi L
1 dp e i h 4k
2 PSR IR ik
3 A T L/2
4 PRATAR TR 5E B

4 B OB
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4.1 R -

json7s Bl :

{

"version": 2,

"id": "38481180583d084153",
“imp": [

{

"id": 0,

"pid": "-",
"width": 720,
"height": 1280,
"bid_floor": 1500

ip": "24",
"user_agent":
"Mozilllike+Gecko%29+Version%2F4.0+Chrome%2F92.0.4515.105+Mobil
e+Safari%s2F537.36",
"idfa": "",
"imei_md5": "",
"mac_md5": "",
"device_type": 0,
"brand": "HUAWEI",
"model": "SEA-AL10",
"os": "Android",
"osv": "10",
"network": 4,
"operator': 0,
"width": 1080,
"height'": 2259,
"pixel_ratio": 0,
"geo": {

"lat": 0.0,
"lon": 0.0




}
"installed_app":
"com.xxy",

"oaid": "fd6ffd45-4fba-87c6-f83e9",
"boot_mark'": "17cfflab—-3899-4fbe72597e",
"update_mark": "1585.260000000",
"android_id": "0303ce"

"package_name": "ccy",
Ilapp_namell : IIII,
"version': "7.7.9"

by
+

proto7 fil:

version: 2

pid: '"202607310"

width: 720

height: 1280

bid_floor: 0

}

device {

ip: "127.0.0.1"

user_agent: "Mozilla%s2F5.0%28Linux%3BAndroid10%3BAQM-
ALOOBuUild%s2FHUAWEIAQM—-

ALOO%3BwV%29App leWebKit%s2F537.36%28KHTML%2ClikeGecko%s29Version
2F4.0Chrome%2F88.0.4324.93MobileSafari%s2F537.36"
idfa: ""

: "3405c958b52c0d282e2197d425e48450"




device_type:

: "HUAWEI"

: "AQM-AL0OQ"

: "Android"

osv: "10"
network: 1
operator: 0
width: 1080
height: 2198
pixel_ratio: 0
geo {
lat: 0.0
lon: 0.0
}
installed_app: "com.xunmeng.pinduoduo"
installed_app: '"com.eg.android.AlipayGphone"
oaid: "b7eef53f-67f8-47ff-f7fa-fbebfef35112"
idfa_md5: ""
android_id: "1f16eb6bdeb2f6ca"
}
app {
package_name: '"com.octopus.mobile"
app_name: "zyyd"
version: "3.4.19"

+

4.2 W B 7 B -

jsonzs il

{
"id": "cee78da90bced296b41742",
"status": 0,

"seat": [

{




"id": o,

"ad": [

{

"id": o,

"creative_type": 2,
"impression_tracking_url": [
"http://"

1,

"click_through_url": "http://",
"click_tracking_url": [
"http://"

1,

"native_ad": {

"attr': [

: "img_url",

: "http://"

: "img_sm",
: "http://"

: ""adv_name",

: "img_size",
: "750x420"

"creative_id": "aaf@5f1d4",
""ad_source'": "-",
"deeplink_uril": "",
"bid_price": 383,
"open_type": 1,
"package_name":
"app_name'": "ox

+

ox",




proto7 il

id: "ITMpXHXQL5KgR4G-hktUTM25uyvxZVz4rVAv30L3"
status: 0
seat {

creative_type: 2
impression_tracking_url: "http://xxx"
click_through_url: "http://xxx"
click_tracking_url: "http://xxx"
click_tracking_url: "http://xxx"
native ad {

attr {

name: "img_url"

value: "https://xxx.jpg"

: "img_size"
: "750x420"

: "title"

creative_id: "132728968_ee93a68715c6a60a965c699d43c15d05"
ad_source: ""

deeplink_urtl: ""

bid_price: 259




L5
winnotice_url: "http://xxx"

by
+

5 Mg R & B Xonig Ak 2

5.1 M#ER:

SEEMNAE R CPM A&, A 4y, BEEUERX, /NT4T bid_price TEM .
I SRS T B RN A& T %% PRICE% %

B i S5 WA A 8 A e

L YR R 2% winnotice_urlFllimpression_tracking_urlds i) 22 5 i 45

5.2 A 555 H ) -

base64 (aes_128_ecb_encrypt(cpm_price B FAFERTE))

5.3 g% H s Bl

Prig i R
base641ifi f i) A~ &safell!

JAVA 185 77 i)
// AES-BASE64 fiiZx

public String Encrypt(String sKey, String sSrc) throws Exception {

if (sKey == null) {
return null;

}

/] #FiKey @& N 1641

if (sKey.length() !=16) {

return null;

23
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}

byte[] raw = sKey.getBytes("utf-8");

SecretKeySpec skeySpec = new SecretKeySpec(raw, "AES");

Cipher cipher = Cipher.getinstance("AES/ECB/PKCS5Padding");//"&i&/1&
/4 ME AR

cipher.init(Cipher. ENCRYPT_MODE, skeySpec);

bytel] encrypted = cipher.doFinal(sSrc.getBytes("utf-8"));

return new Base64().encodeToString(encrypted);//tt4MEFABASE6 A543
IheE, EIRYEEREEI2)RINZERIERA.
}

JAVA g5 I7 R

decrypf{Base64.decodeBaseb4(content), key);

public static String decrypt(byte[] content, String key) throws Exception {
if (key == null) {

return null;

byte[] raw = key.getBytes("utf-8");

SecretKeySpec keySpec = new SecretKeySpec(raw, "AES");
Cipher cipher = Cipher.getinstance("AES/ECB/PKCS5Padding");
cipher.init(Cipher. DECRYPT_MODE, keySpec);

try {
bytel] original = cipher.doFinal(content);
return new String(original, "utf-8");
//System.out.printin(new String(original, "utf-8"));
} catch (Exception e) {

return null;

TR 7 -




a5l

1k

finskey:19be45687c64a0cd

DT 4 75212345
D% 5 1 25 WB5uJKJT57dXOUXAi7ZIXw==

6 Mg N 5 27~ )

1L jsonkg 2 A 7 1

import com.googlecode.protobuf.format.JsonFormat;

/161 7 £ S ity proto X

Zy Proto.Response.Builder builder = Zy _Proto.Response.newBuilder();
¥ json=F454% 17 54k kyprotods =X,

JsonFormat.merge(JsonResponse, builder);

1138 1 FR 5 AR I B P 25

return builder.build().toByteArray();

7 R AR AR B

——oct_clk_type__ A RPN [ R R
X4

v3.6.1 mH (BN -

BAME R 1 1By, BRI k5
:__oct_click_type__ i

2: B

3: WA

5: Tﬂ**ﬂﬁﬂ)ﬁ?’}

OPPO:

0: Al

1 B Ay, B 5
it

2: ¥

3. Xlgh ik

5: fl—H

R

0: HHUGE S

int
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RS 3l

1w, JEEASS
AT sh A A&
2: fE—f%, TEEHIEE

5. Hl SR, R
fiE,
6: PEG.

__oct_down_x__

P B TR
M BT
BT, A AR S
#

int

__oct_down_y__

EEEE ey
VERE HBiE I S B
BTN, A R
e

int

__oct_up_x__

H PGB TT B o #ee i A
bR,

NEH SN i A | B = LT
KIWATR, ABIRE A2
#

int

__oct_up_y__

EDRE S TP RS ST R K N
bR,

RSN i A | B 5 LT
KIATH, AEBRZE AN 2R
%

int

__oct_container_w__

SRR R TE, BN
#(px).

int

__oct_container_h__

SRR, BAAR
%K (px).

int

__oct_screen_ppi__

BRaE L.

float

__oct_x_max_acc__

FH PR a0 AT s x o R I
H, BAChmis2. 1P 28
S B x BT EE AR 100 %
B %

int

__oct_y_max_acc__

FH P2 s b sy il o R I
{f, BN m/s2. P HRE)
S B x BT E AR 100 %
B #

int

__oct_zZ_max_acc__

FH PR B s s 2 o e
{f, BN m/s2. P HRE
S B x BT E AR 100 %
B &

int

__oct_shake_acc__

T B E

int
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RS 3l

__oct_shake_ang__ A EEAE int
__oct_shake_cnt__ A EERE SR AL int
__oct_up_time__ s (3 e (Touc
HUP) HI[EEL, UTC IE long
1970 4 1 H 1 H 00:00:00 PA
Ky ZFEL
__oct_down_time__ mi (Wg3h) #RRF (TOUC
HDOWN) [if[a#, UTC Bt
8 1970 4 1 H 1 H 00:00:00 long
PRI ZRPEL.
__oct_s_time__ I _E e A #P long
__oct_ms_time__ b ) By R long
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